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QUESTION ONE (30 MARKS) – COMPULSORY 

a) Cloud computing is based on a paradigm shift with profound implications on computing 

ethics. Outline the three main elements of this shift.    (3 marks) 

b) Explain THREE differences between Infrastructure as a Service (IaaS) and Platform as a 

Service (PaaS), giving ONE practical example for EACH model.   (3 marks) 

c) Describe any TWO cloud deployment models and state ONE advantage and ONE 

limitation of EACH model.        (6 marks) 

d) Explain any THREE risks associated with storing organizational data in the cloud 

environment, and state ONE control measure for EACH risk.   (6 marks) 

e) IT Enterprise architecture recognizes four architecture domains. Using a diagram outline 

the layers and their functions.       (6 marks) 

f) Cloud computing relies on virtualization technology; giving examples in each, 

differentiate the two basic types of Hypervisors.     (6 marks) 

QUESTION TWO (20 MARKS) 

a) Evaluate TWO roles played by data centers in supporting cloud computing services.  

          (6 marks) 

b) Describe THREE ways in which cloud computing can reduce operational costs for 

organizations.          (6 marks) 

c) Using a clear diagram, describe the process through which a user accesses cloud services 

from a client device.         (8 marks) 

QUESTION THREE (20 MARKS) 

a) Define cloud storage.         (2 marks) 

b) Describe THREE categories of cloud storage solutions.    (6 marks) 

           

c) Explain THREE techniques used to ensure data availability in cloud environments.  

          (6 marks) 

d) Describe THREe methods used to authenticate users in cloud systems.  (6 marks) 

QUESTION FOUR (20 MARKS) 
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a) Explain THREE security responsibilities of cloud service providers under the shared 

responsibility model.         (6 marks) 

b) Evaluate how logging and monitoring enhance security in cloud environments. (6 marks) 

c) Describe any FOUR common threats that affect cloud computing environments.   

          (8 marks) 

QUESTION FIVE (20 MARKS) 

a) A company deployed its web application in the cloud but later experienced a security 

breach. 

i. Explain how weak authentication mechanisms can expose cloud systems to 

unauthorized access.        (4 marks) 

ii. Evaluate how Multi-Factor Authentication (MFA) reduces the likelihood of such 

attacks.         (4 marks) 

b) Explain TWO ways cloud computing supports disaster recovery planning in 

organizations.          (6 marks) 

c) Describe TWO emerging applications of cloud computing and explain ONE benefit of 

EACH application.         (6 marks) 

 

 


