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1. Answer QUESTION ONE and ANY OTHER TWO from the choices 

given. 

2. Phones, smart watches, ear phones or any other unauthorized 

digital and AI gadgets and applications are not allowed in the 

examination room. 

3. Answer all questions in the exam answer booklet provided. 
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5. All KAFU examination rules and regulations apply. 

6. DURATION OF EXAMINATION: TWO (2) HOURS 

 

 

KAFU observes ZERO tolerance to examination cheating. 

 



 

SECTION A – COMPULSORY (30 MARKS) 

CASE SCENARIO: 

DataCloud Ltd, a cloud service provider, experienced a ransomware attack. Sensitive client 

information was encrypted and could not be accessed. Investigations revealed ignored security 

updates and weak backup policies. Clients are threatening legal action due to financial losses. 

QUESTION ONE 

a) Identify the legal liabilities DataCloud Ltd may face. (10 Marks) 

b) Discuss the ethical responsibilities of employees in preventing such incidents. (10 Marks) 

c) Recommend policies or controls to mitigate future risks. (10 Marks) 

SECTION B – ANSWER ANY TWO QUESTIONS (20 MARKS EACH) 

QUESTION TWO  

A financial services company experienced a data leak exposing client personal and financial 

information. The company failed to implement proper access controls and did not encrypt 

sensitive data. 

a) Analyze the legal consequences. (10 Marks) 

b) Recommend ethical and technical measures to prevent such incidents. (10 Marks) 

QUESTION THREE  

A developer copied code from another company’s repository without permission. 

a) Identify legal consequences. (10 Marks) 

b) Suggest ethical actions the developer should have taken. (10 Marks) 

QUESTION FOUR  

a) Define cybercrime and discuss how it differs from traditional crime, with examples. Explain 

potential legal penalties for cybercriminals. (10 Marks) 

b) Discuss the importance of professional ethics in IT and provide examples of codes of conduct 

followed by computing professionals. How do these codes prevent misconduct? (10 Marks) 

QUESTION SIX  

A cloud storage company failed to implement regular security audits and employee training, 

resulting in repeated security breaches and insider threats. 

a) Evaluate the legal and ethical implications. (10 Marks) 

b) Propose risk management strategies to prevent future breaches. (10 Marks) 

 

 


