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SECTION A – COMPULSORY (30 MARKS) 

CASE SCENARIO: 

TechRecover Ltd experienced a network failure that disrupted cloud services for several clients. 

Their backup was outdated and some critical systems could not be restored promptly. Clients 

demanded explanations and compensation. 

QUESTION ONE 

a) Identify the legal and ethical implications of this failure. (10 Marks) 

b) Discuss the disaster recovery failures that contributed to this incident. (10 Marks) 

c) Recommend improvements to disaster recovery planning and testing. (10 Marks) 

SECTION B – ANSWER ANY TWO QUESTIONS (20 MARKS EACH) 

QUESTION TWO 

A government agency’s IT systems were offline for three days due to a flood affecting the data 

center. There was no off-site backup or contingency plan. 

a) Analyze the legal and societal implications. (10 Marks) 

b) Propose a disaster recovery plan suitable for a government agency. (10 Marks) 

QUESTION THREE  

a) Explain cloud-based vs on-premise backup solutions. Discuss their advantages, disadvantages, 

and suitability for disaster recovery. (10 Marks) 

b) Evaluate how emerging technologies such as virtualization, cloud computing, and AI can 

enhance disaster recovery planning. Include examples of practical applications. (10 Marks 

QUESTION FOUR  

An e-commerce company lost customer transaction data after a server crash. No periodic disaster 

recovery drills were conducted. 

a) Identify failures in risk management and disaster recovery. (10 Marks) 

b) Suggest mitigation strategies for future incidents. (10 Marks) 

QUESTION FIVE 

Discuss the relationship between disaster recovery and business continuity strategy. Explain how 

they ensure organizational resilience. (20 Marks) 

 


